
 

Au

 
Spend jus
to stockpi
research 
matter of 
familiar w
 
BulkAmm
knockdow
be fired by
 

 
Luckgunn
your AR-1
Again, “T
getting 41
 

Let’s

rora th

st a few mi
ile 6,000 r
on interne
minutes a
ith gun ow

o.com is 
wn prices. O
y an AR15

ner.com sto
15!". When

The Guard
,000 round

s profe

heatre s
rou

inutes brow
rounds of 
et and foun
nd can be 

wnership in 

one of m
On the we

5 assault rif

ocks Fiocc
n “The Gua
ian” we w
ds delivere

Newsle

ession
http://ww

suspec
unds o

wsing the i
ammunitio

nd that hu
shipped s
the US are

many webs
ebsite one 
fle, for just

hi .223 rem
ardian” per
were able t
ed within th

etter: J

alize t
ww.wix.com/

ct Jame
of amm

 
 
 
 
 
 
 

internet an
on without 
ge amoun

straight to c
e unlikely t

sites which
can buy 1

t $250, or 2

 

mington ro
rused the w
to follow t
hree days, 

July 20

the pro
/sbtyagi/iciss

es Holm
unition

nd it becom
any alarm

nts of amm
customers
to have be

h allow fo
,000 .223

25 cents a 

unds in bo
website on 
the purcha
for $17,42

012 

ofessio
 

mes st
n onlin

mes clear h
ms soundin
munition ca
' doors, no

een surpris

or the purc
, 62grain T
round. 

oxes of 1,0
Monday th

asing proc
28.39. 

onals…

tockpil
e. 

how James
ng. “The G
an be purc
o questions
ed.  

rchase of 
TulAmmo 

000, descri
here were 
cedure thro

… 

ed 6,00

s Holmes w
Guardian” 
chased onl
s asked. Y

lots of ro
rounds, wh

bed as "pe
41 boxes 
ough – po

00 

was able 
did little 
line in a 

Yet those 

ounds at 
hich can 

 

erfect for 
in stock. 
otentially 



C

Today it's
gates, gua
items out 
important 
 
An IT se
philosoph
locking t
technolog
individual 
 
Planning 
deep know
calls for n
good guys
 
Physical a
authorizat
can be en
ticket che
fences to
access co
a system 
(transport
country. 
 
In physica
restricting
persons. P
bouncer, 
keys, or t
like the m
may also 
access to 
 
Physical a
control sy
are allowe
Historicall
When a d
door depe
keys do n
Mechanic
any speci
unauthoriz
use the pr
 

Courtesy: C

s significa
ards and c
of the wor
these day

ervices com
y is unlike
the emplo

gies, for e
as a roadb

for acces
wledge of 
not only ke
s to come 

access by
tion, etc. A
nforced by

ecker, etc.,
o avoid cir
ontrol in th

of checki
tation). A v

al security
g entrance 
Physical a
or receptio
through tec

mantrap. W
be employ
mechanic

access con
ystem dete
ed to exit o
ly this wa
door is lock
ending on 

not allow re
cal locks a
fic door an
zed person
rotected ar

Col D R Se

ntly differe
cameras. W
rkplace. Bu
ys for many

mpany tha
ely to appre
oyee pop
xample. S
block to be

ss control 
the busine
eeping the
in without 

y a person 
Also there 
y personne
 or with a 
rcumventin
e strict se
ing author
variant is e

y, the term
to a prop

ccess cont
onist), thro
chnologica

Within these
yed as a m

cally keyed

ntrol is a m
ermines wh
or enter, a

as partially
ked only s
how the 

estriction o
nd keys d
nd the keys
n. When a
rea, the loc

emwal (ca
 

ent! Yeste
We were w
ut the fenc
y business

at prides 
eciate a se
pulation o
Staff and 
e surmount

system n
ess and wo
e bad guys
hassle! 

may be a
may be o

el such as
device su

ng this ac
nse (physi
rized prese
exit control

m access c
perty, a bu
trol can be
ugh mecha

al means s
e environm
means of fu
 areas or a

matter of wh
ho is allow
nd when t

y accompli
someone w
lock is co

of the key h
o not prov
s can be e

a mechanic
cks must b

allsamydr@

erday we o
worried abo
ces, guards
es.  

itself on i
ecurity lead
out of ne
manageme
ted rather 

needs inno
ork-culture
s out bust 

allowed de
one-way tra
s a border 
ch as a tu

ccess cont
ically contr
ence, see 
l, e.g. of a

control ref
uilding, or 
e achieved 
anical mea
such as ac

ments, phys
urther man
access to c

ho, where,
wed to ent
they are al
ished thro

with a key 
onfigured. M
holder to s
vide record
easily copie
cal key is 
be re-keyed

@yahoo.c

operated w
out people 
s and gate

its relaxed
der whose
ewer com
ent may l
than a par

ovative ap
e of the org

also enco

epending o
affic of pe
guard, a 

urnstile. Th
trol. An al
rolling acc
e.g. Ticke

a shop (che

fers to the
a room to
by a huma

ans such a
ccess cont
sical key m
naging and
certain sma

 and when
er or exit, 
lowed to e

ough keys 
can enter 
Mechanica

specific tim
ds of the k
ed or trans
lost or the
d. 

com) 

with fence
taking min

es are not a

d and ope
e focus is o
mmunicatio
ook at th

rtner.  

proach an
ganization. 
ouraging th

on paymen
ople. Thes
doorman, 

here may b
ternative 
ess itself) 
et controlle
eckout) or 

 practice 
o authorize
an (a guar
as locks an
trol system

manageme
d monitorin
all assets. 

n. An acces
where the

enter or ex
and lock

through th
al locks an
es or date

key used o
sferred to a
e key holde

es, 
nor 
as 

en 
on 
on 
at 

nd 
 It 
he 

nt, 
se 
a 

be 
of 
is 
er 
a 

of 
ed 
rd, 
nd 
ms 
ent 
ng 

ss 
ey 
xit. 
ks. 
he 
nd 
es. 
on 
an 
er is no lon

He is 
(29 y
Indian
prove
manag
secur
estab
manag
resou
logist
 
Col. 
exper
for pr
& e
chang
Delhi 
Area 
comm
Battal
Army 
turned
area! 
 
He w
restor
land 
activit
with 
Enviro
Gover
 
 

He ha
and 
Indus
Safety
with e
Enviro
Ecolo
comm
SHSE
Safety
 
He is 
NCR R

nger autho

highly expe
years’ serv
n Army) 
n skills
ging Safet
ity issue
lishments, 
ging large 
rce deplo
ics & mobili

Semwal 
ience & 
otection of 
environmen
ged the f

in Bhati 
while h

manding 
lion of Te

in Delh
d it into lus

was succes
ration of 

by affor
ties in coord

Deptt 
onment, 
rnment of D

as vast exp
knowledg

trial Secur
y in comb
expertise re
onment 
gy. He is 

mitted in the
 (Security; 
y & Environm

ICISS Coun
Region. 

orized to 

erienced 
vice in 

with 
s in 
ty and 
es of 

human 
yments, 
ity. 

has 
passion 
ecology 

nt. He 
face of 

Mines 
e was 

Eco-
erritorial 
hi and 
sh green 

ssful in 
mining 

estation 
dination 

of 

elhi. 

perience 
ge in 
rity and 
bination 

elated to 
and 

deeply 
e field of 
 Health 
ment).  

ncilor for 



Electronic
wide rang
system gr
unlocked 
door rema
and alarm
 

When a c
number, 
credential
transactio
 
When acc
match bet
turn unloc
the reade
green LED
 
The abov
thus subv
Bob does
server roo
presented
be a PIN, 
 
There are
 

 som
 som
 som

Password
systems. 
where ano
where sys
password
designate
the extan
credential

A credent
being, tha
system. T
you have 
combinati
are many
bit card-s
which are
include fin

c access co
ge of crede
rants acce
for a pred

ains locked
m if the doo

redential is
to a con
l's number

on log to a 

cess is de
tween the 
cks the doo
er provides
D for an ac

ve descript
verting the 
s not. Alice
om. To pre
d credentia

a second 

e three type

mething the
mething the
mething the

ds are a co
In additio

other perso
stems have
, but hav

ed cohorts,
t factor of
l, and three

tial is a ph
at enables 
Typically, c

(such as 
on of thes

y card tech
swipe, con
e more com
ngerprint, f

ontrol uses
entials can
ess based 
determined
d and the a
or is forced

s presente
trol panel

r to an acc
database. 

enied base
credential 

or. The con
s feedback
ccess gran

tion illustra
access co
e either gi

event this, t
al and a se
credential

es (factors

e user know
e user has, s
e user is, su

ommon me
n, a fourth
on who kn
e been set
e forgotte
, the coho
f the user 
e factors o

hysical/tang
an individu

credentials
an access

se items. T
hnologies in
ntact smart
mpact than
facial recog

s compute
n be used t

on the cr
d time and 
attempted 
 open or h

d to a read
, a highly
ess contro
 

ed on the a
and the a

ntrol panel 
k, such as 
nted. 

ates a sing
ntrol list. F
ves Bob h
two-factor 

econd facto
, operator 

) of authen

s, e.g. a pa
such as sm
ch as finger

ans of ver
h factor o
ows you c
t up to allo
n their sm
rts may pr
in questio
verall to al

gible objec
ual access

s can be s
s badge), s
The typical 
ncluding m
t cards, a
n ID cards
gnition, iris

ers to solve
to replace 
redential p

the transa
access is 

held open t

der, the rea
y reliable 
ol list, gran

access co
ccess con
also ignor
a flashing

gle factor t
For exampl
her creden
authentica

or are need
interventio

nticating in

assword, pa
art card 
rprint, verifi

ifying a us
f authentic

can provide
ow for such
mart card.
rovide thei

on and thu
llow acces

ct, a piece
s to a give
something 
something
credential

magnetic st
and contac
s and attac
s recognitio

e the limita
mechanic

presented. 
action is re
recorded. 
oo long aft

ader sends
processo

ts or denie

ontrol list, t
trol list, the
res a door 
g red LED

transaction
le, Alice ha
ntial or Bo
ation can b
ded for ac

on, or a bio

formation:

ss-phrase o

ed by biom

er's identit
cation is n
e a human 
h scenario
 In such 
ir smart ca

us provide 
s. 

of knowle
n physical 
you know 

g you are (
l is an acc
tripe, bar c

ctless sma
ch to a ke
on, retinal s

ations of m
cal keys. T

When acc
ecorded. W
The syste

ter being u

s the crede
or. The co
es the pres

the door re
e control p
open signa
 for an ac

n. Credent
as access 
b takes it;

be used. In 
cess to be

ometric inpu

or PIN 

etric measu

ty before a
now recog
element o

s. For exa
a scenari

ard and pa
two factor

edge, or a 
facility or 
(such as 

(such as a
cess card, 
code, Wieg

art cards. A
ey ring. Ty
scan, voice

mechanical 
The electro
cess is gra
When acce
em will also
unlocked. 

ential’s info
ontrol pan
sented req

remains loc
panel opera
al to preve
ccess deni

tials can b
rights to th
; he now h
 a two fact

e granted; 
ut. 

urement 

access is g
gnized: som
of authentic
ample, a us
io, if the 
assword in
rs for the 

facet of a
computer-
number o

a biometric
key fob, o
gand, 125 
Also avail

ypical biom
e, and han

locks and 
nic access
anted, the
ess is refu
o monitor t

ormation, u
nel compa
quest, and 

cked. If th
ates a rela

ent an alarm
ied and a 

be passed 
he server r
has acces
tor transac
another fa

iven to info
meone yo
cation in si
ser may ha
user is kn

n combinat
user with 

 person's 
-based info
or PIN), so
c feature) o
r other key
kHz proxi

able are k
metric techn
nd geometr

keys. A 
s control 

e door is 
sed, the 
the door 

usually a 
ares the 
sends a 

here is a 
ay that in 
m. Often 
flashing 

around, 
room but 
ss to the 
ction, the 
actor can 

ormation 
u know, 
ituations 
ave their 
nown to 
tion with 
missing 

physical 
ormation 
omething 
or some 
y. There 
mity, 26 
key-fobs 
nologies 
ry 



An acces
barrier wh
An electro
alone elec
interventio
could be a
decision b
access lis
switch is n
uncontroll
the door. 
used. Req
pushed o
while the 
mechanic
electrically

Access co
lookup ca
developm
host to th
spoke wit
functions 
RS485. S
the door. 
networks 

Access co
 
 Basi

case
is us
Cloc
such

 Sem
conta
PIN, 
to th
Usua
such

 Intel
mem
intell
confi
InfoP

The most
legitimate

s control p
here granti
onic acces
ctric lock. 
on is repla
a card rea
but send a
st. To mon
not unlike t
led. In cas
In cases w
quest-to-e
r the motio
door is o

cal free eg
y unlocked

ontrol dec
an be don

ment of acc
he edge of
th a contro
are by the

Some manu
The cont

ontrol read

ic (non-inte
e of biometr
sed for tran
k/Data are 

h readers ar
mi-intelligen

act, exit but
the reader 

he main co
ally semi-in
h readers ar
ligent read

mory and pr
igent reade
iguration up
Prox IPO200

t common 
e user throu

point, whic
ng access
s control d
The lock is

aced by a 
der, or it c

a card num
nitor the d
those on re
es where e
where exit 
xit devices
on detecto
pened. Ex

gress. This
d on exit, th

cisions are
ne by a h
cess contro
f the syste
ol panel a
e control p
ufactures a
trollers are

ders may b

elligent) rea
ric identifica
nsmitting da
not uncomm

re RF Tiny b
nt readers: 
tton), but d

r sends info
ntroller is i
telligent rea

re InfoProx 
ders: have 
rocessing p
ers they are
pdates and
0 by CEM S

security r
ugh a door

ch can be 
 can be ele

door can co
s unlocked
reader. Th

could be a 
mber to an
door positio
efrigerator
exit is also
is not con

s can be 
or detects 
xiting a do
s is an im
he request

 made by
host or se
ol systems
em, or the 
s the hub 

panel. The 
are pushing
e IP enabl

e classified

aders: simp
ation, such r
ata to the c
mon. This i
by RFLOGIC
have all inp
o not make

ormation to 
nterrupted, 
aders are c
Lite IPL200
all inputs a
ower neces

e connected
 retrieves e

Systems an

risk of intr
r. Often the

a door, tu
ectronically
ontain sev
d by an op
he reader 
biometric 

n access c
on a mag

rs or car do
o controlled
ntrolled, fre
a push-bu
motion at 

oor without
portant sa
t-to-exit de

y comparin
erver, by a
s has seen

reader. Th
and the r
spokes co

g the decis
led and co

d by functi

ply read ca
readers out
control pan
s the most 
CS, ProxPo
puts and ou
e any acces
the main co
 such read
connected t
0 by CEM S
and outputs 
ssary to ma
d to a contro
events from
d AP-500 b

rusion of a
e legitimate

urnstile, pa
y controlle

veral eleme
perator with

could be 
reader. Re
ontrol pan
netic door

oors. Gene
d a second
ee exit, a d
utton or a 

the door, 
t having to
afety featu
vice also u

ng the cred
an access
n a steady 
he predom
readers as
ommunicat
sion makin
onnect to 

ons they a

rd number o
tput ID num

nel, but othe
popular typ

oint by HID,
utputs nece
ss decisions
ontroller an
ders stop w
to a contro
ystems and
necessary

ake access 
ol panel via
m the reade
by Apollo. 

an access
e user will 

arking gate
d. Typicall

ents. At its 
h a switch
a keypad 

eaders do 
el that ver
r switch is
erally only e
 reader is 

device calle
motion de
the door a

o electrical
re. In cas

unlocks the

dential to 
s control p

push of th
minant topo
s the spok
te through 
g to the ed
a host an

are able to 

or PIN and 
mber of a us
er options 
pe of acces

and P300 
ssary to co
s. When a 
d waits for 

working or f
ol panel via 
d AP-510 by

to control d
decisions 

a an RS-485
ers. Examp

 control sy
hold the d

e, elevator,
ly the acce
most basi
. To autom
where a c
not usuall

rifies the n
s used. In 
entry is co
used on th
ed a reque
etector. W
alarm is te
lly unlock 
es where 
e door. 

an access
panel, or 
he lookup 
ology circa
kes. The lo
 a serial c
dge by plac
nd databas

perform – 

forward it t
ser. Typical
such as R

ss control re
by Farpoint

ontrol door h
user prese
its respons
function in 
 an RS-485
y Apollo. 
door hardw
independen
5 bus. The 
ples of suc

system is s
door for the

, or other 
ess point is
c there is 

mate this, o
code is en
y make an

number ag
concept t

ontrolled an
he opposite
est-to-exit (

When the b
emporarily 
the door i
the lock m

s control l
by a read
out from a

a 2009 is h
ookup and

connection;
cing a con
se using s

o a control 
ly Wiegand
S-232, RS-

eaders. Exa
te Data. 
hardware (lo
nts a card o
se. If the co

a degrade
5 bus. Exa

ware, they a
ntly. Same 
control pan

ch readers 

simply foll
e intruder. T

physical 
s a door. 
a stand-
operator 

ntered, it 
n access 
ainst an 
the door 
nd exit is 
e side of 
(RTE) is 
button is 

ignored 
is called 
must be 

ist. This 
der. The 
a central 
hub and 
d control 
; usually 
troller at 
standard 

panel. In 
d protocol 
-485 and 
amples of 

ock, door 
or enters 

onnection 
ed mode. 
mples of 

also have 
as semi-

nel sends 
could be 

owing a 
This risk 



can be minimized through security awareness training of the user population or more active means 
such as turnstiles. In very high security applications this risk is minimized by using a sally port, 
sometimes called a security vestibule or mantrap where operator intervention is required 
presumably to assure valid identification.[citation needed] 
The second most common risk is from levering the door open. This is surprisingly simple and 
effective on most doors. The lever could be as small as a screw driver or big as a crow bar. Fully 
implemented access control systems include forced door monitoring alarms. These vary in 
effectiveness usually failing from high false positive alarms, poor database configuration, or lack of 
active intrusion monitoring. 
 
Similar to levering is crashing through cheap partition walls. In shared tenant spaces the divisional 
wall is vulnerability. Along the same lines is breaking sidelights. Spoofing locking hardware is fairly 
simple and more elegant than levering. A strong magnet can operate the solenoid controlling bolts 
in electric locking hardware. Motor locks, more prevalent in Europe than in the US, are also 
susceptible to this attack using a donut shaped magnet. It is also possible to manipulate the power 
to the lock either by removing or adding current. 
 
Access cards themselves have proven vulnerable to sophisticated attacks. Enterprising hackers 
have built portable readers that capture the card number from a user’s proximity card. The hacker 
simply walks by the user, reads the card, and then presents the number to a reader securing the 
door. This is possible because card numbers are sent in the clear, no encryption being used. 
Finally, most electric locking hardware still have mechanical keys as a fail-over. Mechanical key 
locks are vulnerable to bumping 

Components of Access Control System 
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