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When employees across the organization not only recognize the importance of security's 
contribution but become invested in furthering it, the security function’s potential for success 
dramatically improves. 
 

 
Management’s perception of security impacts funding and organizational support for security 
initiatives as well as the security leader’s ability to influence risk-related decision making at a 
corporate level. All of these limit the effectiveness of the security function.  
 
It will be difficult for a senior manager to develop an accurate understanding of his or her 
organization’s security function without direct input from the security leader. Because the structure 
and operation of security differ so much from business to business, past experience at other 
companies may lead a senior manager to a view of security that is unrealistic or erroneous in his 
or her present environment.  
 
In addition, because the security industry in general has done a poor job defining itself in a 
business context, many corporate executives continue to assume that security begins and ends 
with guns, gates, and guards until they are shown otherwise. What security managers often fail to 
do is to fully understand (or analyze) their resource capacity regarding what the security staff is 
spending their time on and providing on a day-to-day basis.  
 

 
Successful security leaders take the initiative to set up meetings with senior executives as well as 
business unit leaders across the organization. As one leader stated, “I don’t wait for the phone call; 
I invite myself to major business meetings around the world.” Sometimes it means taking the 
initiative to learn business processes, especially if no one volunteers to show you the ropes. In 
some cases the security leader manages all these relationships himself; in others, deputies are 
charged with heading up regular communications with a select set of business units, making sure 
they understand their world and represent them in security plans.  
 
These meetings are most effective when the security leader enters them with a business-first 
attitude. Note the wording of the first sentence in this section: the goals and concerns of the 
business leaders—not the concerns of Security—come first. Security leaders begin by asking what 
senior management wants and needs to accomplish, then present themselves as helpers in 
accomplishing those action items.  
 

Security does not set the agenda; the business sets the agenda!  
 
Both these elements are critical to effective “walk and talk.” If a security leader tries to insert him or 
herself into regular meetings with senior management but ignores the second lesson on the tone 
and content of the talk, he or she may be viewed as arrogant or micromanaging.  
 

 
“We are business professionals who happen to be experts in security,” stated one of the security 
leaders. SWOT analyses and cost/benefit analyses within the security department are important to 
build better performance and to better enable the security staff to “talk business.”  
 



Even if the mission, goals, and strategies of the security function are perfectly aligned with the 
same in the business, if they are not communicated in the right terms, they may be rejected by 
senior management. The language of security is not easily translated by non-security business 
executives. Terms that describe security tactics, operations or projects may have double 
meanings—or no meaning at all—in business language.  
 
“Perimeter” has different meanings in corporate security and information security. “Convergence” 
is a commonly used term in many functions whose definition varies with its speaker. Even the word 
“risk” has a broader meaning for business (i.e., taking a calculate risk to enhance revenue) than for 
security.  
 

 
Many security leaders feel it’s their job to change the corporate culture into something that is more 
security-centric. But successful leaders believe the opposite: Their job is to learn the existing 
corporate culture and find the best ways to fit security into it.  
 
An IT services company that prides itself on its relaxed and open philosophy is unlikely to 
appreciate a security leader whose focus is on locking the employee population out of newer 
communication technologies, for example. Staff and management may look at that individual as a 
roadblock to be surmounted rather than a partner.  
 
If on the other hand, the security leader talks with HR, employees and management to learn what 
the corporate culture values most, then negotiate security policies and solutions that leave those 
values intact, the perception of that leader will be markedly different across the organization.  
 

 
Respect is won over time, so this accomplishment requires long-term improvement and 
consistency. While tapping into the fears of business may seem the easiest way to gain support 
and elicit reactions, ultimately it results in a loss of influence and trust.  
 
The successful leaders focus on communicating risk in business terms, as something to be 
transferred, mitigated, avoided or accepted—not feared. If the security leader is consistently level-
headed in describing risks and their implications on the business, clear in conveying the options for 
managing the risk, and receptive to management’s concerns and decisions, he or she is likely to 
earn lasting respect.  
 

 
One security leader stated, “Security enables the business to take risks—we don’t block them.” 
And another: “Our strategic plan is to enable the company to be the company.”  
 
If brand protection was a major corporate concern, for instance, it became the priority of Security. 
Some security leaders who took this approach reported that management and other business units 
began coming to security to ask for assistance and advisement on various issues.  
 
The security leader who puts the business before the function is more likely to experience long-
term success than the one who works to drive the business in a direction set by security. 
  
Communication is another factor. Basic psychology holds that a leader who is constantly asking 
“How can I help you?” will be met with less resistance and will be more positively perceived than 
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