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Disaster Management

Industrial health not only increases the profitability and productivity or the organi-
zation, it also increases the trust and confidence of investors and the common
people at large. Market perceptions and credibility is known to have changed
drastically soon after industrial accidents. Prudent management, therefore, lays

emphasis on disaster mitigation, management and recovery plans.

Industry needs to be ready to not only handle disaster in any form but should also
needs to be capable of foreseeing them and keep such eventualities as part of
their planning. The rapid pace of progress allows less opportunity for learning by
trial, making it necessary to get design and operating procedure right from the first
time. With this philosophy, the industries must also plan for the faster recovery,
should at all a disaster occur. Public concern at multiple injuries and deaths from
spectacular events such as a major explosion invariably leads to calls for additional
control. Itis therefore important particularly for projects involving the storage and
use of hazardous chemicals to address both on-site and off-site safety when decid-
ing on safety measures to be applied. Rapid growth in industrial field has brought
a significant increase in number of people both workers and members of general
public whose life could endanger at any point of time by accident involving hazard-

ous materials and processes.
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Are you ready for disaster?

Industries are in the business of
profit making and are fully aware
that sustainable activities can only
result into profitability caused by
increasing productivity. Therefore,
industries are acutely aware of their
onus to provide safe working condi-
tions and work practices. Their
guiding principal may be “Ready for
the worst and Hope for the best!”.
Even when any contingency is most
unlikely, the industry needs to be
ready to face. Therefore, the con-
sistent answer for the question —
Are we ready for disaster” cannot
be anything other than - “Yes”.
Rhetoric’s apart, industries need to
identify

responses for following

questions:
e How to prepare?
e What is needed?

e Are employees ready to face or

flee?

e When employees are fleeing,

what management needs to do?

e When employees are facing,
what management needs to en-

sure?

Answers to above questions will
greatly shape the Disaster Manage-
ment Plant which must have follow-

ing major considerations —

Identification of major hazard in-
stallations — The Management
should find out the most hazardous
and critical areas within the indus-
trial facility and listed should be on

priority basis.

As per this priority, only the hazard
will be tackled and multiple events’
control is required to be attended

to during disaster management.

Information about installation -
Information regarding design oper-
ation and salient features will re-
quire to be shared with all the par-
ties involved in disaster manage-
ment including Hazard Specialist to

the installation.

Such information is required to be
shared with Governmental bodies
not only for license and inspection
purpose but also for generating
their desired responses in case of

eventualities.

The safety status and hazard-
ous assessment to discover
process failures and vulnera-
bilities is required to be car-

ried out.

Action inside the industrial
activity — Management has
the primary responsibility of
operating maintaining the

safe plant.

A sound safety policy is re-

quired.

Technical inspections,
maintenance, plant modifica-
tions, training and selection
of suitable person may be
carried out according to
sound procedures of the acci-
dent should be investigated
and report submitted to au-

thorities for introspection.

should be

from the accident in mere

Lessons learnt

cases.

“Disaster Management
is war-like exercise and
like war, it decides not
who is right, but,
who is left!”
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Categories of Major Hazards

Events involving flammable materials

Major Fires without danger of explosion, pro-
longed high thermal radiation and smoke

Fire threatening items of plant containing haz-
ardous substances, potential spread of fire,
explosion or release of toxic substances

. Explosion with little or no-warning

. Hazards from blast wave, flying debris and high
level thermal radiation

Events involving toxic materials

I.  Slow or intermittent release of toxic substances
Il. Items of plant threatened by fire

Ill. Hazards from potential loss of containment

IV. Rapid release of limited duration due to plant
failure. Massive release of toxic substances
due to failure of storage or process vessel

Worst Event Considered

While planning is being made for disaster manage-
ment the worst scenario should be visualized and
accordingly plan should base on following two fac-
tors:

o Relative likelihood of the event
e Consequence of the event

Relative likelihood may be very low but if conse-
quences of the event are great, the planning needs
to be the best. Similarly, if relative likelihood of the
event is very high even while consequences of the
event are marginal, still preventive actions are re-
quired to be very effective. In fact, even when both
the factors inversely relate to each other the plan
requires to be given very serious consideration.

Link with preventive maintenance schedules:

Emergency planning must have linkage with preven-
tive maintenance schedules as often potential caus-
es of accidents are addressed in maintenance
schedule if meticulously planning.
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Disaster Management Workflow

Short Term &
Long Term

Once the event, and the
immediate threat to life, property
and the environment is over,
recovery can begin.

Damage Assessment,
Stabilize & Provide

When a disaster occurs, it is
imperative that first responders
and other officials have the
latest information as soon

as possible.

What Is Contingency?

Data alone is not the solution.
To plan properly a lot of analysis
needs to be done beforehand.

» Safe versus Hot Zones

It's important to reduce the
amount of loss by identifying
potential problems and mitigate
them in advance.

In simple words it is chance, happening or possibility. These words though carry
hardly any meaningful purpose for a common folk, but are of paramount inter-

est for the persons related with an industry.

Persons may be performing their assigned tasks carefully, safely and with all
their skills and mental alertness but still there happens something unwanted of

no-one's fault resulting in either loss of production, dislocation of machinery, in-

juries to persons, loss of life or extensive damage to the property of the industry

concerned.

Thus the unwanted happening, which dislocates the part of the entire activities

of an industry, is called Contingency.

Let's professionalize the professionals...

Contact us at - onlineicissm@gmail.com
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Characteristics of Disasters

redictability

: e andintensity
" of impact

Objectives of Emergency Planning

Whereas all above elements focus
on prevention of occurrence of ma-
jor accident, emergency planning
aims at the reduction of conse-
quences of major accident. Its as-
sumption that absolute safety can-
not be guaranteed therefore in set-
ting up planning a distinction is
made between on-site and off-site
planning. A well structured and
clear plan is one which is best well
prepared safety report and which
can be quickly and effectively im-
plied during occurrence of major
accident. The objectives of an
Emergency Plan are —

e to localize the emergency and if
possible eliminate it,

o to minimize the effect of the acci-
dent on people and property

The elimination requires prompt ac-
tion by the workers and emergency
staff including fire fighting and relat-
ed equipment. Minimizing the effect
may include rescue, rehabilitation
and giving information to people
living nearby.

Identification & assessment of
hazard: This stage is crucial to both
on-site and off-site emergency plan-
ning and requires management to

systematically identify what emer-
gencies could arise in the plant.
These should range from small inci-
dents which could be dealt with the
plant personnel without outside help
to the largest event for which it is
prudent to have a plan as without
external help such events cannot be
managed. Experience have shown
that for every occasion that the full
potential of an accident is realized,
there are many occasions when
some lesser event occur or when a
developing incident is made safe
before reaching full potential.

Emergency is an accident
or event, which causes or
threatens to cause —

Hazard to life

Substantial damage to
property
Disruption in
chain

supply

The top-most considera-
tion safety of customers,
suppliers and the general
public while restoring pro-
duction / supply is the ulti-
mate goal.

First requirement in case
of emergency is to contain
the disaster & evolve make
safe operation.

Many agencies are in-
volved in emergency con-
trol plan namely; Fire Ser-
vices, Medical, Police, Civil
Defense etc., & requires
an organized approach to
the problems.

Essential Components of Disaster Management

1. Disaster Reduction Plan

While planning, all the managements are better advised not to
look for Crisis Reactive Perspective as only the crisis pro-active
approach the loss of life and damage to property. Broadly, emer-
gency management plan should consist of:

» Disaster Reduction Program

e Planning and implementation on how to prevent emergencies
from occurring

Disaster Response Plan

This is development application in case an emergency occur and
includes training of the first responder.

Disaster Recovery Plan

This includes creation of specialized business recovery machinery
as it is very essential for the industrial and chemical health of or-
ganization not only to respond to disaster but also to ensure re-
sumption of normal business activities as far as possible.
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The Disaster Risk Management Cycle

Assess, Analyse

& Document
Data alone is not the
solution. To plan

properly, a lot of Prepared ness

Damage Assessment,
Stabilise & Provide

When a disaster occurs, itis
imperative that first
responders and other

LELEELEEE officials have the latest
to be done ; .
information as soon
beforehand. .
as possible.
Response
Mitigation
Safe versus Short Term

Hot Zones
It's important to reduce Recovery
the amount of loss by
identifying potential problems
and mitigating them in advance.

& Long Term
Once the event, and
the immediate threat to life,
property and the environment is

over, recovery can begin.

Identification & Assessment of Hazard

This stage is crucial to both on-site and off-site
emergency planning and requires management
to systematically identify what emergencies
could arise in the plant.

These should range from small incidents which
could be dealt with the plant personnel without
outside help to the largest event for which it is
prudent to have a plan as without external help
such events cannot be managed.

Experience have shown that for every occasion
that the full potential of an accident is realized,
there are many occasions when some lesser
event occur or when a developing incident is
made safe before reaching full potential.

Let's professionalize the professionals... Contact us at - onlineicissm@gmail.com
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community,
Resilience

Surveillance of Maintenance Staff and their routine
Maintenance staff needs constant motivation and their performance closely ob-
served. They have to be not only quality conscious but also punctual in maintain-
ing the schedule.

Their work habits must reflect their safety consciousness, resourcefulness and
presence of mind as in most of the cases the maintenance staff happen to be first
responder to any emergency situation.

The nominated person must know their specific responsibility separate from their
day-to-day activities in case of emergency situation

Types of Planning Needed

On-site Emergency Planning Off-site Emergency Planning

Formulation of plan & emergency services « Organization

Alarm & communication mechanism e Communications

Appointment of personnel & definition of du- « Specialized emergency equipment
ties

Specialized knowledge
Emergency control centers

Voluntary organizations
Action on site

Chemical / metrological information
Planning shutdown procedure o

Humanitarian arrangements
Rehearsing emergency procedure

Plan appraisal & updating

District Internal Protection Scheme

Let’s professionalize the professionals... Contact us at - onlineicissm@gmail.com 7
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Ingredients of Readiness

Link with Preventive Maintenance
Schedules

Emergency planning must have
linkage with preventive mainte-
nance schedules as often potential
causes of accidents are addressed
in maintenance schedule if meticu-
lously planning.

Report Generation

In case of accidents major or minor
or ‘near misses’ reports must be
generated giving detailed analysis
causes of the accident and correc-
tive and preventive actions. These
reports are reflective of the man-
agement’s desire for improvement
and are to be used for studying the
patterns of accidents emerging out.

Deviation Analysis

Wherever a deviation takes place,
an analysis is required to find out
the reasons of the causes and the
outcome. Any change or breaches
of safe practices are sometimes
loaded with potential of accidents.
Therefore, even when a deviation is
aimed to improve, the safe practic-
es, impact assessment is necessary

Simulation and Training

There is no better way of preparing
for the disaster other than simula-
tion disaster and evaluating the re-
sponse mechanism. Repeated
practices, deviation analysis and
impact assessment lead to check-
ing the disaster management plan
in real conditions and on ground. It

is advisable that independent ob-
servers are appointed to evaluate
the effectiveness of the emergency
plan and correctives actions and
preventive measures must be con-
sidered seriously.

Support by Equipment.

Planning is but only a part of disas-
ter management plan, the most im-
portant part is the procurement and
provisioning of specialized equip-
ment recognized to tackle the range
of disasters identified in the plan.
These equipment are required to be
kept in perpetual readiness and
therefore it is suggested that check
lists are prepared to ensure that no
equipment remains unserviceable.

Extensive experience in the chemi-
cal industry with on-site emergency
planning has provided the need and
value of rehearsal of emergency
procedures. The organization re-
sponsible for developing off-site
plan should also test its arrange-
ments in conjunction with on-site
exercise. Table - top rehearsals
have proved successful in such
cases although often requiring suffi-
cient elements of reality in the exer-
cise. Mock Drills must be conduct-
ed with all the sincerity and im-
portance.

Every member of the Industry
needs to be ready to respond to the
demands of the safe practices and
should be equally ready to face the
contingencies.

Planning

Program Management

Emergency management
(or disaster management)
Program is the organiza-
tion and management of
resources and responsibili-
ties for dealing with all hu-
manitarian  aspects  of
emergencies -

e Preparedness,
e Response, and
e Recovery

- in order to reduce the
harmful effects of all haz-
ards, including disasters.
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Emergency Response Plan

The actions taken in the initial
minutes of an emergency are criti-
cal. A prompt warning to employ-
ees to evacuate, shelter or lock-
down can save lives. A call for help
to public emergency services that
provides full and accurate infor-
mation will help the dispatcher
send the right responders and
equipment. An employee trained to
administer first aid or perform CPR
can be lifesaving. Action by employ-
ees with knowledge of building and
process systems can help control a
leak and minimize damage to the

facility and the environment.

The first step when developing an
emergency response plan is to con-
duct a risk assessment to identify
potential emergency scenarios. An
understanding of what can happen
will enable you to determine re-
source requirements and to devel-
op plans and procedures to prepare
your business. The emergency plan
should be

your performance objectives.

consistent with

At the very least, every facility
should develop and implement an
emergency plan for protecting em-
ployees, visitors, contractors and
anyone else in the facility. This part
of the emergency plan is called
“protective actions for life safety”

and includes building evacuation

(“fire drills”), sheltering from severe

weather such as tornadoes, “shelter
-in-place” from an exterior airborne
hazard such as a chemical release
and lockdown. Lockdown is protec-
tive action when faced with an act

of violence.

When an emergency occurs, the
first priority is always life safety.
The second priority is the stabiliza-
tion of the incident. There are many
actions that can be taken to stabi-
lize an incident and minimize po-
tential damage. First aid and CPR by
trained employees can save lives.
Use of fire extinguishers by trained
employees can extinguish a small
fire. Containment of a small chemi-
cal spill and supervision of building
utilities and systems can minimize
damage to a building and help pre-

vent environmental damage.

Some severe weather events can be
forecast hours before they arrive,
providing valuable time to protect a
facility. A plan should be estab-
lished and resources should be on
hand, or quickly, available to pre-
pare a facility. The plan should also
include a process for damage as-
sessment, salvage, protection of
undamaged property and cleanup
following an incident. These actions
to minimize further damage and
business disruption are examples of

property conservation.

When there is a hazard within a
building such as a fire or chemi-
cal spill, occupants within the
building should be evacuated or
relocated to safety. Other inci-
dents such as a bomb threat or
receipt of a suspicious package
may also require evacuation. If
a tornado warning is broadcast,
everyone should be moved to
the strongest part of the build-
ing and away from exterior
glass. If a transportation acci-
dent on a nearby highway re-
sults in the release of a chemi-
cal cloud, the fire department
may warn to “shelter-in-place.”
To protect employees from an
act of violence, “lockdown”
should be broadcast and every-
one should hide or barricade
themselves from perpetrator.

Protective actions for life safety
include:

Evacuation
Sheltering
Shelter-In-Place
Lockdown

Your emergency plan should
include these protective ac-
tions. If you are a tenant in mul-
ti-tenanted building, coordinate
planning with the building man-
ager.
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——

What ICISSM is All About?

ICISS is purely non-commercial forum for security and safety professionals world-wide! It neither is with any sup-
port from any business groups nor is it projected by any business house in the background. All its members have
no stake in any solution providing or consultancy firms. Their association with ICISS is totally based on mutual
benefit of knowledge sharing and networking.

We welcome all the security and safety professional world over from diverse background and encourage them to
interact freely by asking the questions, replying them or by sharing their knowledge and experience. The council
also strives to have strategic alliances with similar forums world over for furtherance of its objectives. Formed in
2010, the Council is totally apartisan, apolitical and does not represent any pressure group or interest group.

ICISS strives not to provide surrogate platform for anyone to enhance their respective business interest. It is thus
totally professionals’ body aimed at, ‘professionalizing the professionals’!

We in ICISS believe that having different view than the majority is not bad! In fact we encourage difference of
opinion and take every different views as intellectual stimulus to either convince or get convinced — either way
both the parties are benefitted! Those who dare to think differently have shown that firstly they can think and sec-
ondly they are not overawed by the majority views! Such are the traits of ‘Thought Leaders’ and they deserve our
respect!

For more details on our activities, please visit us at -

What ICISSM can do for you?

Consultancy: International Council of Security and Safety Management (ICISS) would be happy in providing
consultancy to Corporates on all matters relating to Industrial Security Management from the best security
professionals as it has on its panel the very best security professionals from almost all over the world. We have
accredited security consultants from India, South Africa, UK, USA, UAE, Belgium, Libya, Yamane and Austria to
name few countries. All the security consultants are under oath not to represent any solution provider or system
integrator, thus their consultancy and recommendations are most impatrtial.

On-site Security Survey and Audits: Conducting on-site security surveys and audits is the forte of ICISS. Its
specialists have carried out numerous such surveys which were beneficial to clients in improving the security
preparedness and also in cost-cutting. .

Contents Delivery: The experts of ICISS help the Clint in developing its plans, prepare manual and prepare
various forms and formats to be used for every day security &safety functions. It will also help the Clients to
develop the training contents such as write-ups and the presentations. The specific

needs of specific niche segment of the industry will also be met by ICISS.
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