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I have been attending various seminars world-over for over 
two decades and somehow it strikes me that too many people 
talk a good game in this industry but, when push comes to 
shove, they’re not around when it really matters! The security 
sector needs to help itself. Attendance at crucial conferences 
is part of that self-help. Improvement does not happen by 
magic! It happens by learning and, thereafter, putting that 
learning into practice.' 

There have been many annual seminars and other events or-
ganized which focus on training and skill development of se-
curity professionals. The organizing bodies of these seminars 
having marshaled all their skills of appealing and exhortations 
have done a tremendous job so far, speaking with genuine 
passion about why the industry needs to unlock its skills po-
tentials and professionalize the profession!  

There are also Key Note Addresses discussing the im-
portance of this industry in national development and need 
for skills development in the industry. On top of that, there are 
excellent presentations from various experts on training and 
development for security professionals.  

Why, then, I despair that this year also there will be many con-
spicuous absence as in the past? My despair is brought on 
purely by looking around the conference room itself. Last 
year and years before that the attendance in such seminars 
has rather left much to desire! Where are the ‘Managing Direc-
tors’ and ‘Chief Executives’ of the guarding companies, where 
are the Solution Providers and where are the self-proclaimed 
Security Consultants? The Top Honchos! The decision mak-
ers!!  

It is all very well to recognize the security professionals and 
make sure that they are awarded for they have worked so 
hard!  It is positively time for the Trainers also to be recog-
nized as so far they weren’t receiving their well-deserved ac-

colades and ‘glittering trophies’! 

 

Best wishes for a Merry Christmas 
& Happy New Year! 

International Council of Industrial Security International Council of Industrial Security   
& &   
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As against high expecta-
tions from President 
Trump’s long tour of Asia, 
there seems to be  no 
change in North Korea 
flash point except ‘Old’ and 
‘Fat’ jibes. It appears that 
world community at large 
seems to be settling down 
with status quo approach, 
with some statements and 
posturing. Is the world find-
ing itself helpless against 
danger of nuclear black-
mail? 

The use of nuclear capa-
bility as insurance for its 
defence, was cited as the 
main reason by every 
country, which added nu-
clear weapons to its ar-
mory, ever since it was in-
vented. It spiraled into a 
competition, which came 
under some control after 
realization of its devasta-
tion in Japan, and poten-
tials of mutually assured 
destruction (MAD). When 
Israel went nuclear, it de-
veloped a survival capa-
bility to dissuade all hos-
tile neighbouring Arab 
countries. The NPT re-
quired checking prolifera-
tion of nuclear weapon 
technology was selectively 
leaked by some irresponsi-
ble countries, leading to a 
situation where humanity 
suffers from a threat of 
nuclear blackmailing by 
states, as well as mili-
tants if tactical nukes acci-

dently fall into their hand. 
Interestingly both coun-
tries accused of nuclear 
blackmailing happen to 
be ‘Frontline states of 
China. 

North Korean Case 

When President Trump 
started his visit to Asia, af-
ter a series of provocative 
statements by US and 
North Korea, it was being 
speculated that some con-
crete action plan will 
emerge in his handling of 
North Korea. During this 
marathon visit, 
as President Trump came 
closer to reality, it is 
quite clear now that it 
will end with no worth-
while option on the table, 
except the efforts to out-
source the problem to 
China again ,(which is 
also part of the problem) 
despite being disappoint-
ed earlier, with reasona-
ble suspicion that it will 
not work.    

North Korea has its own 
point of view for all its mis-
siles/nuclear tests/ misad-
ventures so far, which re-
volves around its own se-
curity concerns and surviv-
al of regime of Kim.  
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The reality therefore is 
that by getting missile 
and nuclear technolo-
gy from some country/
countries who would have 
obviously violated 
NPT, North Korea has 
been able to create a ca-
pability which dissuades 
the strongest military 
power US (having all in-
struments of military de-
terrence) to take any mili-
tary action.  It is also us-
ing its nuclear capability 
claims, to threaten Japan 
and South Korea and 
blackmail US to talk with-
out preconditions. 

Pakistan 

Pakistan has also been 
using this Nuclear Black-
mailing/Dissuasion Theory 
against India for quite 
some time. It ac-
quired nuclear and missile 
capability from some coun-
try/countries, which must 
have violated NPT at that 
time, and the world com-
munity ignored it. Today 
Pakistan is hosting and 
training maximum number 
of terrorist organizations in 
the world. It blatantly 
launches proxy war 
against India through 
militants, and has been 
able to dissuade India to 

use its conventional ca-
pability to prevent it, by 
nuclear blackmail/ threat 
to use nukes. It has thus 
been able to prevent full 
use of hard power by India, 
against inhuman use of 
proxy war by militants on 
innocent people; hence 
this theory seems to be 
working. 

It is surprising that the 
whole world rightly criticis-
es North Korea, but not 
many are talking of Paki-
stani tactical nukes, despite 
the fact that the risk of tacti-
cal nuclear/dirty bomb 
sneaking to militants are 
much more from Paki-
stan. The stage is slowly 
setting in Pakistan, for 
the next level of terrorism 
with tactical nukes/dirty 
bombs. The danger of this 
technology passing into the 
hand of terrorists by coer-
cion of scientists/security 
personals/ handlers, to 
share the technology and 
steal some fissile material, 
sufficient for mini nuke/ 
dirty bomb is not impossi-
ble in future. The Nuclear 
Security Summit held in US 
on 02 Apr 2016, exhibited 
grave concern of global 
powers, about the danger 
of mini nukes falling in 
hands of terrorist organisa-
tions. A possibility of Paki-
stan covertly passing the 
tactical nuclear technology/ 
dirty bomb to terrorists to 
explode it in India, as part  
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of proxy war, and later deny it, is 
an option which cannot be ruled 
out, as its overt use by their Army 
may be difficult to be justified to 
the world community. 

Implications: 

Despite best efforts a worthwhile 
solution to control unilateral mis-
sile and nuclear tests by North 
Korea has been found by World 
community, as the sanctions 
alone are unlikely to yield results, 
may be due to selective leak-
ages. A status quo in this regard 
will render world helpless, and it 
will become a new normal.  

Surprisingly when newly elect-
ed Pakistani Prime Minister is 
talking of use of tactical nuclear 
weapons against India, not much 
criticism appeared on world me-
dia (perhaps many countries still 
feel that it is a local affair). Let 
me enumerate some of 
the implications of silent ac-
ceptance by global community of 
this ‘Nuclear Blackmailing Theo-
ry’ and terror/nuisance potential 
of both countries discussed earli-
er. 
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 Iran may be encouraged to go nucle-
ar looking at the fate of Iraq, and over 
arming of Saudi Arabia. 

 Japan may go in for creating its own 
military capabilities and later go nuclear. 

 South Korea may ask for tactical 
nukes from US to protect itself from 
North Korea, if China and Russia are not 
able to push North Korea to negations 
table. 

 Vietnam may also get an idea to re-
quest for nuclear technology. 

 India may have to speed up enlarging 
stockpile of existing nukes, not to suffer 
disadvantage on the deterrence capabil-
ity, despite being well placed to respond 
to any tactical nukes threat of Pakistan. 

 There is a need to collectively have 
some global mechanism in place to pre-
vent miniaturization of nukes/tactical 
nukes/dirty bombs over and above the 

existing UN conventions. 

 There is a need to implement some 
mechanism towards safety and security of 
nukes, and accountability of fissile material. 
 
While large number of analysts may be con-
vinced that North Korea is the biggest chal-
lenge in terms of Nuclear blackmailing, but 
in my opinion the bigger global challenge is 
yet to come in the form of tactical nukes/
dirty bombs/biological and chemical weap-
ons getting into the hands of terrorists.  

No country should assume that it’s safe for-
ever from blackmailing by terrorists having 
acquired such capability, even if it appears 
fiction today. 

The views expressed are of the author 
and do not represent views of any organ-
ization more specially of ICISS.  
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The world is witnessing 
a variety of complex 
crimes, with ever in-
creasing rate.  This is an 
indication for us to be on 
our toes in implementing 
both preventive and pre-
cautionary measures in 
an effective and efficient 
manner. Being proactive 
does always pays.  In 
response, security pro-
fessionals must familiar-
ize themselves with the 
principles of environ-
mental crime prevention 
and learn how they re-
late to architectural de-
sign and crime control.  
 

"Nothing is to be 
feared. It is only to be 
understood" Madame 

Curie 
Traditionally, security 
concerns have been giv-
en a low priority in the 
building process. Until 
the attack on ‘Twin Tow-
ers’ in US. The incident 
had made world to re-
think on the due priority 
to be accorded to securi-
ty.  A major role of the 
preventive security 
measures was thought 
of once again. The ne-
cessity of combining se-

curity hardware, psychol-
ogy, and site design  
(physical environment) 
could be framed that 
would, by its very nature, 
discourage crime.  

The CPTED Con-
cept 
Crime Prevention 
Through Environmental 
Design, or CPTED 
(pronounced sep-ted), is 
a not new concept. The 
idea of using the physi-
cal environment as pro-
tection against attack 
may lead to date back to 
the cavemen. However 
the effective use of this 
was done by our kings 
and emperors in the old-
en days. The proof cloud 
seen even today, when 
we visit the forts built by 
them. Most of the forts 
have an artificial canal 
dug up around them. In 
the canal they use bred 
crocodiles. At times, 
these canals (of some of 
the forts) do also have 
wooden spikes fixed fac-
ing the perimeter wall as 
defensive mechanism 
submerged in the water. 
The main entrance of the 
fort use to be very robust 
one with a foldable ap-
proach path (always kept  
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in folded condition except in use).  
Also many a forts are built on a van-
tahge points. 
Thus it implies that the concept is not 
a new one. But the crime scenario 
has enriched the concept develop-
ment according to the prevailing 
crime situation. 
The accepted philosophy of criminol-
ogy is that “Crime Follows Opportuni-
ty”. Hence our aim is to reduce Op-
portunity as far as possible. The goal 
of CPTED is reduction of opportuni-
ties for crime to occur. This reduction 
is achieved by employing physical 
design features that discourage 
crime, while at the same time encour-
aging legitimate use of the environ-
ment.  
CPTED also makes possible designs 
that offer protection without resorting 
to the prison camp approach to secu-
rity. Use of fortress-type construction 
is minimized, and where necessary, 
integrated into the overall design, re-
ducing negative visual impact. This 
approach is also cost-effective, since 
hardware applications are made dur-
ing construction rather than added at 
a later date.  
 
To understand fully how CPTED is 
used, one must examine its compo-
nents and the philosophy behind 
them. Its individual elements are 
common security techniques.  

The uniqueness and success of 
CPTED stems from the manner in 
which these techniques are integrat-
ed with, and applied to, the architec-
tural design process.  
 

Defensible Space 
To provide maximum control, an en-

vironment is first divided into smaller, clear-
ly defined areas or zones. These zones be-
come the focal points for the application of 
the various CPTED elements. "Defensible 
space" is the term used to describe an area 
that has been made a "zone of defense" by 
the design characteristics that create it.  
Under the defensible space guidelines, all 
areas are designated as either public, semi
-private or private. This designation defines 
the acceptable use of each zone and deter-
mines who has a right to occupy it under 
certain circumstances.  
Public Zones. These areas are generally 
open to anyone and are the least secure of 
the three zones. This is particularly true 
when the zone is located within a building 
or in an area with uncontrolled access and 
little or no opportunity for close surveil-
lance.  
Semi-private Zones. These areas create a 
buffer between public and private zones 
and/or serve as common use spaces, such 
as interior courtyards. They are accessible 
to the public, but are set off from the public 
zone. This separation is accomplished with 
design features that establish definite tran-
sitional boundaries between the zones.  
Private Zones. These are areas of restrict-
ed entry. Access is controlled and limited to 
specific individuals or groups. A private 
residence is a good example of a private 
zone.  
Division between zones is generally ac-
complished with some type of barrier. 
These can be either physical or symbolic.  
Physical barriers, as the name implies, are 
substantial in nature and physically prevent 
movement. Fencing, some forms of land-
scaping,  locked   doors,  and  the  like  are  

December 2017 Monthly Newsletter 

Crime Prevention Through Environmental DesignCrime Prevention Through Environmental DesignCrime Prevention Through Environmental Design
(CPTED)(CPTED)(CPTED)   

mailto:Let’s%20professionalize%20the%20professionals…%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%2


Let’s professionalize the professionals…                                                          Contact us at  - onlineicissm@gmail.com        7 

examples of physical barriers.  
 
Symbolic barriers are less tangible. 
Nearly anything could serve as a 
symbolic barrier. Only requirement is 
that it defines the boundary between 
zones. This type of barrier does not 
prevent physical movement. All that 
is required is that it leaves no doubt 
that a transition between zones has 
taken place. Low decorative fences, 
changes in sidewalk patterns or ma-
terials, and signs are examples of 
symbolic barriers.  
 
Territoriality 
Territoriality involves ones perception 
and relationship with the environ-
ment. A strong sense of territoriality 
encourages taking control of the en-
vironment and defending it against 
attack.  
A sense of territoriality allows easy 
identification of certain areas as the 
exclusive domain of a particular area. 
This feeling is enhanced when the 
area involved is protected with a 
sense of pride and ownership. It is 
not enough for us simply to be able 
to defend environment, we must also 
want to defend it. That “want" results 
from territorial feelings of pride and 
ownership.  
 
The term ownership when used in 
this context does not necessarily 
mean actual legal ownership. It can 
be, and very often is, a perceived 
ownership resulting from an individu-
al's relationship with the environment. 

Security personnel or em-
ployees, for instance, may 
feel a sense of ownership 
for the office in which they 
work. 

Surveillance   
Surveillance is the principal weapon in the 
protection of a defensible space. Criminals 
are least likely to act when there is a high 
risk of their actions being witnessed. Envi-
ronments in which legitimate occupants 
can exercise a high degree of visual control 
increase the likelihood of criminal acts be-
ing observed and reported.  
 
Informal Surveillance. Opportunities for 
informal or natural surveillance occur as a 
direct result of architectural design. De-
signs that minimize visual obstacles and 
eliminate places of concealment for poten-
tial assailants offer the most protection 
against crime. These open designs also 
encourage use of the environment, as peo-
ple feel safer when they can easily see and 
be seen. The use of defensible space in 
conjunction with natural surveillance is a 
potent crime prevention tool. The establish-
ment of transition zones gives both the oc-
cupant and the intruder clear and definite 
points of reference. For the occupant, an 
intruder's entrance into restricted space 
creates cause for attention and possible 
alarm. For the intruder, entering restricted 
space spotlights his actions, elevates his 
anxiety level, and greatly increases his risk 
of being discovered and apprehended.  
 
Formal Surveillance. Formal surveillance 
methods, such as closed-circuit television, 
electronic monitoring, fixed guard posts, 
and organized security patrols, are normal-
ly used only when natural surveillance 
alone cannot sufficiently protect an area. 
Public and semi-private zones that are con-
cealed from view or that experience regular 
periods of isolation or inactivity may benefit 
from some type of formal surveillance.  
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Elevators, interior corridors, parking lots, 
public areas of buildings accessible after 
business hours, and exterior pedestrian 
pathways are potentially vulnerable loca-
tions where the application of formal sur-
veillance methods might be justified.  

 
Lighting 
Good lighting is one of the most effective 
crime deterrents. When used properly, light 
discourages criminal activity, enhances nat-
ural surveillance opportunities, and reduces 
fear.  
The type and quantity of light required will 
vary from application to application, but the 
goal remains the same in all cases. To the 
degree possible, a constant level of light 
providing reasonably good visibility should 
be maintained at night. The absolute level 
of light, provided it meets minimum stand-
ards, is less critical than the evenness of 
the light. Bright spots and shadows should 
be avoided. Highly vulnerable areas and 
those that could conceal a potential attack-
er should be illuminated more brightly than 
areas designed for normal activity. The ob-
ject is to light up the criminal without spot-
lighting the victim.  
 
As used in CPTED, lighting also plays a 
part in creating a feeling of territoriality. 
Lighting can influence an individual's feel-
ings about his environment from an aes-
thetic as well as a safety standpoint. A 
bright, cheerful environment is much more 
pleasing than one that appears dark and 
lifeless. The ability to feel good about one's 
environment is important in developing a 
sense of pride and ownership.  
 
Landscaping 
Landscaping design, like architectural de-
sign, plays a significant role in CPTED. 

Landscaping is versatile and can be 
used to perform a variety of design func-
tions.  
As a symbolic barrier, landscaping can 
mark the transition between zones. Fea-
tures such as decorative fencing, flower 
beds, ground cover, and varied patterns 
in cement work can clearly show sepa-
ration between zones. If more substan-
tial barriers are needed, shrubbery such 
as evergreen hedges can be used to 
create more formidable obstacles.  
 
From a surveillance standpoint, land-
scaping can be critical. Such factors as 
growth characteristics of plants and their 
placement in relation to potentially vul-
nerable areas are extremely important.  
Visual corridors must be maintained in 
open, park-like areas as well as in 
densely planted areas. As a rule, visual 
surveillance corridors can be maintained 
by limiting shrubbery to a maximum 
height of three feet and trees to a mini-
mum height of six feet at the lowest 
branches. This approach ensures that 
visibility between three and six feet from 
the ground will always be relatively un-
impaired.  
 
Another function of landscaping in crime 
prevention is aesthetics. Again, an at-
tractive environment generates a sense 
of pride and ownership.  
 
Physical Security 
The problem with the physical security 
of most building projects lies in the fact 
that the people designing the systems 
don't understand crime and criminals 
and how they work. The unfortunate re-
sult of this practice can be seen easily in 
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Enlightened physical security planning can 
contribute considerably to the overall suc-
cess of a project. The proper application of 
security hardware and the elimination of se-
curity weaknesses from a structural stand-
point can have a significant impact on future 
crime problems.  
 
As an element of CPTED, physical security 
planning is not intended to create an impen-
etrable fortress. The goal is merely to make 
penetration more difficult and time-
consuming. Degree of difficulty and length of 
delay are key factors in reducing the proba-
bility that crime will occur.  
 
Many of the individual CPTED elements 
should be familiar to the security profession-

al. Hardware, lighting, and surveillance 
are all standard tools of the trade. The 
emphasis of CPTED is not just on the 
tools, however. It is how the tools are 
used that makes the difference. Normal-
ly, a building is built and then secured. 
With CPTED, it is secured and then 
built. More importantly, not just the 
building is secured but also the space 
around it. The security program is inte-
grated into the environment, not just 
added on.  
 
CPTED was originally developed to re-
duce crime in public housing projects, 
but its applications are unlimited. It is a 
concept that can work not only in hous-
ing, but in businesses, industries, public 
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With the fond hope and firm resolve that  

the coming year 

Will be harbinger of peace and love, 

Let us wish every law-abiding citizen  
 

A Happy and Prosperous New Year! 
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ICISS is purely non-commercial forum for security 

and safety professionals world-wide! It neither is 

with any support from any business groups nor is it 

projected by any business house in the background. 

All its members have no stake in any solution 

providing or consultancy firms. Their association 

with ICISS is totally based on mutual 

benefit of knowledge sharing and net-

working.  

We welcome all the security and safe-

ty professional world over from di-

verse background and encourage 

them to interact freely by asking the 

questions, replying them or by sharing 

their knowledge and experience. The 

council also strives to have strategic 

alliances with similar forums world over for further-

ance of its objectives. Formed in 2010, the Council 

is totally a-partisan, apolitical and does not repre-

sent any pressure group or interest group.  

ICISS strives not to provide surrogate platform for 

anyone to enhance their respective business inter-

est. It is thus totally professionals’ body aimed at, 

‘professionalizing the professionals’!  

We in ICISS believe that having different view than 

the majority is not bad! In fact we encourage differ-

ence of opinion and take every different views as 

intellectual stimulus to either convince or get con-

vinced – either way both the parties are benefitted! 

Those who dare to think differently have shown that 

firstly they can think and secondly they are not over-

awed by the majority views! Such are the traits of 

‘Thought Leaders’ and they deserve our respect! 

For more details on our activities, please visit us at -  

http://onlineicissm.wix.com/iciss   
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Consultancy: International Council of 

Security and Safety Management 

(ICISS) would be happy in providing 

consultancy to Corpo-

rates on all matters relat-

ing to Industrial Security 

Management from the 

best security profession-

als as it has on its panel 

the very best security pro-

fessionals from almost all 

over the world. We have 

accredited security con-

sultants from India, South 

Africa, UK, USA, UAE, Belgium, Libya, 

Yamane and Austria to name few coun-

tries. All the security consultants are 

under oath not to represent any solution 

provider or system integrator, thus their 

consultancy and recommendations are 

most impartial. 

On-site Security Survey and Au-

dits: Conducting on-site security sur-

veys and audits is the forte of ICISS. Its 

specialists have carried out numerous 

such surveys which were beneficial to 

clients in improving the security prepar-

edness and also in cost-cutting. .      

Contents Delivery: The experts of 

ICISS help the Clint in developing its 

plans, prepare manual and prepare var-

ious forms and formats to be used for 

every day security &safety functions. It 

will also help the Clients to develop the 

training contents such as write-ups and 

the presentations. The specific needs of 

specific niche segment of the industry 

will also be met by ICISS.   
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